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" L

s for grouping
records (which are called "structures, The fo

ed "struct fraction" that has two int?e,ger. "'-su'wb

‘ If you forget the semicolon it tends to produce a ¢
ever thing follows the struct declaration.

yominator".

j .
struct fraction {

int numerator;

int denominator;

}; Il Don't forget the semicolon!

This declaration introduces the type struct fraction (both words are required) as a
new type. C uses the period (.) to access the fields in a record. You can copy two

records of the same type using a single assignment statement, however == does not
work on structs.

i
i
struct fraction f1, f2; / declare two fractions J
f1.numerator = 22; 3

f1.denominator = 7;

f2 = f1; // this copies over the whole struct

Arrays

The simplest type of array in C is one which is declared and used in one |
There are more complex uses of arrays which | will address later along.

The following declares an array called scores 1o hold 100 integers ¢



scores

J Index 1 2 99

)4
Someone else’s memory off either end of the array — do not read or write this '_J
memory. There is space for each int element in the scores array — this element is 'l
referred to as scores[0]. L

-5673 22541 42 3

These elements have random values because the code has not yet initialized them
to anything. The name of the array refers to the whole array. (

implementation) it _'
works by representing a pointer to the start of the array. 1

It's a very common error to try to refer to non

"eXistent scores[100] element. G d
- not do any run time or compile time bounds checking in arrays, At run time the .

just access or mangle whatever memory it happens to hit and .

ln scime. g_np.re.Qictable way thereafter. "Professional p y
he convention ‘?f ‘numbering things 0..(number of things _r@ﬂ
best integrate with C and ol e T




plementation of the array stores all the elements in a single con

memory. Bla |
Pmory. The other possible iImplementation would be a combination of

beard[1][8] comes right before board[1][9] in memory. (highly optional efficiency

point) It's typically efficient to access memory which is near other recently aoces.seé

- memory. This means that the most efficient way to read through a chunk of the array

~ is to vary the rightmost index the most frequently since that will access elements that
are near each other in memory.

Array of Structs

The following declares an array named "numbers" which holds 1000 struct fraction’s.
, struct fraction numbers[1000];

numbers[0].numerator = 22; /* set the Oth struct fraction */

numbers[0].denominator = 7;

Here's a general trick for unraveling C variable declarations: look at the right hand

side and imagine that it is an expression. The type of that expression is the left hand
side. For the above declarations, an expression which looks like the right hand side
(numbers[1000], or really anything of the form numbers[...]) will be the type on the
left hand side (struct fraction). o

Pointers



e are some more complex declarations..

struct fraction** fp; // a pointer to a pointer to a struct fraction
struct fraction fract_array[20]; // an array of 20 struct fractions

' struct fraction* fract_ptr_array[20]; / an array of 20 pointers to

i
'

/| struct fractions
One nice thing about the C type syntax is that it avoids the circular definition
er structure needs fo refer to itself. The

problems which come up when a point
list. Note that no preparatory

following definition defines a node in a linked

declaration of the node pointer type is necessary.

. struct node {
int data;

struct node” next;

Ji

The & Operator
of the ways that pointers are set to point to things. The &

he argument to its right. The argument can be

The & operator is one
operator computes a pointer 0 t
variable which takes up space in the stack or heap (known as an "L
technically). S0 &i and &_(_ﬂ--mumerator) are ok, but &6 is not. Use & wh

L,emory, and you want a pointer to that memory.




it is important to only use
y as long as the
shortly). In the

When using a pointer to an object created with &,
pointer so long as the object exists. A local variable exists onl
function where it is declared is still executing (we'll see functions
above example, i exists only as long as foo() is executing. Therefore any pointers
which were initialized with &i are valid only as long as foo() is executing. This
"lifetime" constraint of local memory is standard in many languages, and is 3

something you need to take into account when using the & operator.

NULL :

A pointer can be assigned the value 0 to explicitly represent that it does not currently
have a pointee. Having a standard representation for "no current pointee" turns out
to be very handy when using pointers. The constant NULL is defined to be 0 and is
typically used when setting a pointer to NULL. Since it is just 0, a NULL pointer will
behave like a boolean false when used in a boolean context. Dereferencing a NULL
pointer is an error which, if you are lucky, the computer will detect at runtime -

whether the computer detects this depends on the operating system.

Pitfall -- Uninitialized Pointers

When using pointers, there are two entities to keep track of. The pointer and the
memory it is pointing to, sometimes called the "pointee". There are three.."t" o
which must be done for a pointer/pointee relationship to work... o



e pointer must be declared and allocated

(2) The pointee must be declared and allocated

allocate the pointer (step 1). Forget step 2 and/or 3. Start usmg-the_m
has been setup to point to something. Code with this error frequently

anywhere good unless (2) and (3) are done, so the run time dereference opeffﬁf_.._\.\
on the pointer with * will misuse and trample memory leading to a random crash aﬁ*

some point.

{
int* p;
*p =13; // NO NO NO p does not point to an int yet

// this just overwrites a random area in memory

3 Of course your code won't be so trivial, but the bug has the same basic form

 a pointer, but forget to set it up to point to a particular pointee.




/I (3) setup p to point to |

/ ok to use p since it's setup

p = &(f1.numerator); I/ (3) setup p to point to a different int
*p = 22;

p = &(f1.denominator); /1 (3)

. So far we have just used the & operator to create pointers to simple variables such

E as i. Later, we'll see other ways of getting pointers with arrays and other techniques.

b 4
C Strings 3

C has minimal support of character strings. For the most part, strings operate as -]._Lf
ordinary arrays of characters. Their maintenance is up to the programmer using the

standard facilities available for arrays and pointers. C does include a standard Iih‘ra[@g

1-'@&11?@&&1_1{7&11;9!5@ computations involving strings are very common, so becomi ng

r often requires becoming adept at writing code which manag




operate _ string library functions (see the
ON strings stored in this way. The most useful

char dest[], ¢o

» CONnst char source(]): whi :
. ; Which es of
one string over to another. The order of the w 0 copies the byt

-;appeﬂdix for a partial list)

fibrary function is strcpy(

: = o ments to strcpy() mimics the
grguments in of =" -- the right is assigned to the |eft

E sfrlen(const char string[]);
counting the trailing "\0'.

: Another useful string function is
which
returns the number of characters in C string not

Note that the regular assignment operator (=) does not do string copying which is

why strcpy() Is necessary. See Section 6, Advanced Pointers and Arrays, for more
detail on how arrays and pointers work.

The following code allocates a 10 char array and uses strcpy() to copy the bytes of

the string constant "binky" into that local array.

{

char localString[10];
strepy(localString, "binky");

)

binky0 XXX X

B2 ...

localString

The memory drawing shows the local variable localString with the string "binky"

Copied into it. The letters take U .
end of the string after the 'y’. The «'s represent characters which have not been set
string : .

to any particular value. If the code instead trie .

[ |- n ;
Whichh have good string support into It:)C::'i|StI'It g
i in at mo

- time since the 10 character array can contain

e

%]

p the first 5 characters and the "\O' char marks the

d to store the string "l enjoy languages
the code would just crash at run
st a 9 character string. The large



s a string stored in a

eﬁmple«x for loop which reverse: rocaig
) an’d strle

éélling the standard library functions strcpy(

= 'ﬁﬁamﬁin_g:-of the memory f‘or this code and tracing through its execution to see hew it

~ works.

{

char string[1000]; // string is a local 1000 char array

int len;

strepy(string, "binky"); F
len = strlen(string); ,.
e %

Reverse the chars in the string:
i starts at the beginning and goes up
j starts at the end and goes down

i/j exchange their chars as they go until they meet




arge Enough” Strings

nvention with C strings is that the owner of the string is responsible for

;
g array space which is "large enough" to store whatever the string will need
re. Most routines do not check that size of

the string memory they operate on,
just assume its big enough and blast away. Many, many programs contain
declarations like the following...

char localString[1000];

The program works fine so long as the strings stored are 999 characters or shorter.

Someday when the program needs to store a string which is 1000 characters or

nger then it crashes. Such array-not- quite-big-enough problems are a common
- lled "buffer overflow" securi . |
source of bugs, and are also the source of so ca ity o

ems. This scheme has the additional disadvantage that most of the time when
.rray. is storing short strings, 95% of the memory reserved is actually being
S éd A better solution allocates the string dynamically in the heap, so it has just
etter duction code should check tt

: rflow attacks, pro
 right size. To avoid buffer ove

g B st ol it fits in the destination string. See the
he data ,

n in Appendix A.




1 a string requires code which manipulates tt
functions such as strcpy() which manipulate

E

sect
TYP&Baf

A typedef statement introduces a shorthand name for a ty

pe. The syntax is...

typedef <type><name>;

The following defines Fraction type to be the type (struct fraction). C is cs
sensitive, so fraction is different from Fraction. It's convenient to use typedeff@‘ . '.

word as a variable. e

typedef struct fraction Fraction;
Fraction fraction; // Declare the variable "fraction" of type "Fraction”

// which is really just a synonym for "struct fraction".

The following typedef defines the name Tree as a standard pointer to a binary tr y
node where each node contains some data and “"smaller" and "larger" s'.'

pointers.

typedef struct treenode” Tree;
struct treenode {

int data;



te blocks is an entire discipline in its own

 function has a name, a list of arguments which it takes when called and the
de it executes when called. C functions are defined in a texf fﬁe ;n'd th“B a
'- flat namespace.
The special function called "main® is where program execution begins. Some
mers like to begin their function names with Upper case, using lower case
es and parameters, Here is a simple C function declaration. This deciares

named Twice which takes a single int argument named num. The body of
rgument and returns that

of all the functions in a C program are lumped together in a single,

program
for variabl
a function
the functio
 value to the caller.

n computes the value which is twice the num a

k.

" Computes double of a number.
~ Works by tripling the number, and then subtracting to get back to double.

. 3
static int Twice(int num) {

int result = num * 3;

t = result - num;



‘which will only be used in the
' in the function above is the type of its return

on and its list of parameters. When referring to a
keep the parenthe

mentation or other prose, it's a convention to
"Twice()". The parameters are listed
the parameter

in this case | refer to the function as
1 their types and names, just like variables. Inside the function,
n and the local variable result are "local” to the function -- they get their own
g. This independence of

‘memory and exist only so long as the function is executin
"local" memory is a standard feature of most languages.

The "caller" code which calls Twice() looks like...
int num = 13;

inta=1;

intb = 2;

a = Twice(a); // call Twice() passing the value of a

b = Twice(b + num); // call Twice() passing the value b+num

:!;_ g ”a==2 - —'i”

/b ==30

/f num == 13 (this num is totally independent of the "num" local to Twice()

"by value" which means that the actu
orage. The caller and

- -



[ oach have their own copy. This scheme is fine for many purposes, but it has

9 pecause the callee has its own copy, modifications to that memory are not
'mmunicated back to the caller. Therefore, value parameters do not allow the
o communicate back to the caller. The function's return valué can
te some information back to the caller, but not all problems can be solved

- callee !
:.\mmmunica
ith the single return value.

~ 9)Sometimes it is undesirable to copy the value from the caller to the callee because
" the value IS large and so copying it is expensive, or because at a conceptual level

copying the value is undesirable.

The alternative is to pass the arguments "by reference". Instead of passing a copy of

ue from the caller to the callee, pass a pointer to the value. In this way there is

a val
e both access that

only one copy of
one value through pointers.

the value at any time, and the caller and calle

Some languages support reference parameters automatically. C does not do this —

the programmer must implement reference parameters manually using the existing

pointer constructs in the language.

Swap Example

. The classic example of wanting to modify the caller's memory is a swap() function
. Which exchanges two values. Because C uses call by value, the following version of

Swap will not work...
. Void Swap(int x, int y) { // NO does not work

temp = X;

k: Y; /l these operations just changé the local x,y,temp



Swap() does not affect the arguments a and b in the caller. The function ab
operates on the copies of a and b local to Swap() itself. This is a good ex:
how "local” memory such as ( x, y, temp) behaves - it exists independent ¢
everything else only while its owning function is running. When the owning fu
exits, its local memory disappears.

Reference Parameter Technique

To pass an object X as a reference parameter,

the programmer must pass a po
to X instead of X itself,

The formal parameter will be a pointer to the value

interest. The caller will need to use & or other operators to compute the ¢

parameter. The callee will need to dereference the pointer wi
where appropriate to access the value of interest. Here is an exa
Swap() function.

pointer actual

mple of a corr

static void Swap(int* x, int* y) { // params are int* instead of int

int temp;



ormal parameters are int* instead of int

he caller uses & to compute pointers to its local

memory (a,b).

e callee uses * to dereference the formal parameter pointers back to %g_gt:;sﬁ;a 33

ce the operator & produces the address of a variable -- &a is a pointer to a. In
wap() itself, the formal parameters are declared to be pointers, and the values of
rest (a,b) are accessed through them. There is no special relationship between
the names used for the actual and formal parameters. The function call matches up

actual and formal parameters by their order -- the first actual parameter is

assigned to the first formal parameter, and so on. | deliberately used different names 4

(abvs x,y) to emphasize that the names do not matter. i
';b.nst

The qualifier const can be added to the left of a variable or parameter type to declare
that the code using the variable will not change the variable. As a practical matter,

use of const is very sporadic in the C programming community. It does have one
Very handy use, which is to clarify the role of a parameter in @ function prototype...

Void foo(const struct fraction* fract);
s that foo() does not intend to ¢
it. Since the fraction is pz
nded to change «

In the foo() prototype, the const declare
t fraction pointee which is passed to
Ild not know otherwise if foo() inté
foo() makes its intentions clear. D
y the role of the function



! en‘tAndSwap() are already pointers to the values of |nterest The n:
vanables through the program(a, b, x, y, alice, bob) do not need to match

on the types of the parameters and their order in the parameter list - not

names. Finally this is an example of what multiple functions look like in a file and
how they are called from the main() function.

static void Swap(int* a, int* b) {
int temp;

temp = *a; ;
*a ="*b; |
*b = temp;

}

static void IncrementAndSwap(int* x, int* y) {

(x)++

(*y)++

Swap(x, y); // don't need & here since a and b are already

/] int*'s.

int main()




int alice==20 and bob==10

mentAndSwap(&alice, &bob);

his point alice==11 and bob==21
urn 0;




